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Mission and Application ETH Zurich
]

[ref:

= Mission
ETH Zurich imparts to its students the highest state of knowledge and practical skills.

It seeks to enable young people to find their orientation in a complex and rapidly
changing world, ...

= Commitment
In education, research, and services the ETH Zurich measures itself against the
highest recognized international standards. It promotes science and scientific activity
for their own sakes, ...

=  Application
Education: The basis of education at ETH Zurich is formed by the core areas of
engineering, ...
Research: At the ETH Zurich teaching and research are closely linked. Equal
standing is assigned ...

Location Zurich: ETH Zurich benefits greatly from Zurich's urban setting. It feels
closely tied to and responsible towards the city and ...
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Facts and Figures ETH Zurich

= Akademie
Professuren 372
Studenten 15000

= QOrganisation
Organisationseinheiten: ~ 1‘000 (Kostenstellen)
Mitarbeiter: 9'000 [ 7°000 FTE]
Gegrundet 1855 als Polytechnische Hochschule Zirich
Zwei Zentren/Lokationen, 150 Gebaude (alle in Zurich)
= Finanzen

1.25 Mia CHF Jahresbudget [ 0.8 Mia EUR |
~ 20% finanziert tGber Drittmittel und Funds rising
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Ausgangslage

= Prozesse welche mit SAP abgewickelt werden

«Nur» Support Prozesse in den Verwaltungseinheiten

Finanzen (Kreditoren, Debitoren, Anlagenwirtschaft, Steuern, Controlling,
Budgetierung, Kameralistik (Fonds Management)

Personal (Pers. Management, Payroll, Org. Management)
Logistik (Material Management, S& D, Inventar)

= Verantwortlichkeit
Support: Support Desk, End-User Schulung, Applikationsbetrieb
Projekte: Eigenentwicklungen, Prozessberatung, Customizing
Externe Consultants: Uberwachen / Qualitatssicherung externe Berater
Vertrag: SAP Lizenzverwaltung, Information/Koordination
Common Tasks: Strategieumsetzung/Beratung, interne Koordination von
ubergreifenden Vorhaben

= SAP Environment
SAP R/3, 3'000 named User, ABAP, JAVA

November 2009 CCSAP / ETH Zirich
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ETHZ SAP system landscape
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Challenge and possible solutions

= SAP NetWeaver Portal 3rd partySSO Connection
External Webapplication
PHP application with SOAP support

= SWITCH/Shibboleth integration
Via header variable or SAML assertions

= SAP WebServer Filter for SSO with Non-SAP
Applications
Old SAP standard — no further development (SAP Note 442401)

= SAP Ticket Library
Needs to be developed in 3rd party application (only Java and C)

= Encrypted Link
Custom development solution

ID-BI/ ETH Ziirich
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Solution

= SAML assertions

Februar 2010

Use
You can use SAML for Single Sign-On in a scenario where a user is authenticated on an external

authentication system that acts as an SAML authority. Based on this authentication, the user
receives an SAML assertion (upon request) that he or she can use to access the AS Java.

Prerequisites
- Assertions must have exactly one AuthenticationStatement element. The authentication

statement must have a Nameldentifier element.

- To protect the data exchange, SSL is required for the connection between the source and
destination sites

SAP Help:
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SAP NetWeaver SAML 1.0 support (09/2009)

https://aai-logon.ethz.ch/idp/profile/Shibboleth/SSO

?shire=https://sap-rtd.ethz.ch/saml/receiver _—>
&target=https://sap-rtd.ethz.ch/irj/portal

HTTP
&providerld=https://sap-rtd.ethz.ch/irj/portal Request /
Response
) . HTTP
1 Redirect
/ N E—
2 / Server to Server
4 3 4 TLS Connection
’ - e v
; TS S~ |
Loginname ™+
Password

Artifact
< 5 SAML
AAl Identity Artifact SAP

Provider 1& —3p| NetWeaver
Authentication 6

Assertion with
NamelD=uid
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ETHZ SAP use case

WebDispatcher

Jf/"r’

NW Enterprise Portal 7.0 SP20
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SAML vs Header
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SAP SAML configuration - overview

Change the startup mode for SAML service

Create SWITCH compatible certificate for Shibb. Auth.

Create HTTP destination for IdP

= Configure SAML service parameter

Add SAML login module stack

ID-BI/ ETH Ziirich
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SAP SAML configuration — SAML Service

= Visual Administrator - [P 7 Sen e — ||
Connect View Tools Help gL aTion

| il name = value custarr

|£‘@ @| ﬂ'@ k COre-service Fal=a R

ctatup-roce [alweays = |
’Em I?”@ statup-state Esﬂarted [ =
Runtime
Cluster r Display configuration Iﬁ | OK
= r
Laleuielserviog "

g catauigpimailict ﬂﬁ ” | |6%‘3|| | @ |

£ caffeuiapimodel i Prosertcheat sl |=i

£ cafeuindifmnuace {7 Progertvsheet ssl-runtime

£ catrunirmelconne civityfi @ Prodervsheet tormotitoing. ooy ewer

4 caturnimetadatalimp @8 Progervshest termoitoing. ooy ewer-ruitirme

4 catlurnrelgroupsfirp G Progenshest e CATTRINY ~SErIc2

£ Centra Unificat onLaver @ Prosamnvchaat to-a CATTPIng~servica-runtirna

£ Classloadzry ever f Progershest te~eu~wi~Ui-wizsec

£ Classpath Resolve: 38 Progertysheet to~eUu-ju-Ui-wiz sy c-runtime

43 com.sap.ponalpod gl 3 Proseryrshest to-se:~destinations~servize ]

4 com.sap.portal prt.sapjle {3 Prosenysheet ic~se:~destinations~seny1:e-runtime (|

£ Configuration Adarter 8 Prosertrcheot te-seos ool -service

42 Conneztor Containzr & Prodertysheet to~ses~garml~senvice- untime

42 Deploy 3 Prodervsheet toses~securestorage~senice

42 Destinatiors {3 Proaervsheet tcses~gecurestorage~sevice-rurtime

4 Distributed Gtalistics (3] Frodenysheet io~ge s~ s~SemvIc: —
1 E B Crensrvehest froosss s e neiesen atims -
4 Connected ta ephost ”ﬂ"
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SAP SAML configuration — create Certificate

= Create Certificate (no SAP NW VA standard)

Jkeygen.sh -y 3 -h #HOSTANAME# -e #ENTITYID#
where #ENTITYID usually is https:/[#HOSTNAME#/shibboleth

Jkeygen.sh -y 3 -h sap-epg.ethz.ch -e https://sap-
epqg.ethz.ch:50001/irj/portal

Result: sp-cert.pem und sp-key.pem

b Import failed L ]

Key store:
ID21113; Certificate SEQUENCE must have 3 components!

= pkcs #12 certificate

C:\Openssl\bin\openssl.exe pkcs12 -keypbe PBE-SHA1-3DES -
certpbe PBE-SHA1-3DES -export -in <Public Certificate Filename> -
Inkey <Private Key Filename> -out <PKCS#12 Filename> -name
"<Display Name>"

openssl| pkcsl2 -keypbe PBE-SHA1-3DES -certpbe PBE-SHA1-
3DES -export -in sp-cert.pem -inkey sp-key.pem -out switch-
cert_tmpl.pfx -name "switch-cert2”

ID-BI/ ETH Ziirich
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SAP SAML configuration — create Certificate

= Load Certificae into NW key store

Server -> Key Storage -> service_ssl: Entry -> Load “switch-
cert2.pfx”

= Get fingerprint for Shibboleth config

openssl x509 -fingerprint -shal -in /path/to/the/certificate.pem
sap-epqg.eptadm 60> openssl x509 -fingerprint -shal -in sp-cert.pem

ID-BI/ ETH Ziirich
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SAP SAML configuration — HTTP destination

A Vizual Administrator - [EPC\Server 0 0692200\ Senvices\Destinations]

Connect Yiew Tools Help

ELREIL)

!l Cluster | Global Configuration | | Runtime | Properties | Additional Info |
| % i Senices «|| | |Destinations . - :
& ABAP Communicatar £ 23 Destinations - R TII R 3aiETHZ
@ Adm!nlst.rauor? Adapter || & & wenservice : Destination Type HTTP
43 ppplication Client & CIHTTR :
%! Application Locking [y FP_ICF_DATA ||| | Connection Settings
4 Basic Administration [ FP_ICFDATA :
g bi,;}rrnm;r,fd;epl_wer 0O aai-I:‘rH-Z : URL |https: / faai-login.ethz.ch: 8443 /shibboleth-il
[ cafjeu/oc/api .
| 4 cafjeujerjsenice [YaaiETHz.2 ||  SystemID
| 43 caffeu/gp/mailjcf [y aaiswiTCH --

4 caffeufgpfmodel

L caffeuodifmnuacc

@' caf/runtime/connectivityfimpl

£ caf furn,/metadatafimp

@' cafjurm,/relgraupsfimp

£ CentralUnificationLayer

43 Deploy

£ Destinations

£ Distributed Statistics

’;p" Document Services Binaries 2

@' Document Services Configuration
@' Document Services Data Manager
@' Document Services DestProto Sarvice
43 Document Services Font Manager
‘Q‘ Document Services License Service

o 9 i Client
: Langquage

Logon Data
Authentication: | X.509 Client Certificate -

Client Certificate Authentication:

£ Document Services License Support Servce Keystore view: | service_ssl bl |
£ Document Services Trust Manager Service : B
44 DOE : : Certificate: |swit|:h—|:en_epl:| - |
. - = i
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SAP SAML configuration — SAML service

A& Visual Administrator - [EPQ\Server 0 0 692200\ Services\Configuration Adapter]

Connect View Tools Help

I e

kx #|0

f Cluster

' Global Configuration |
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§ 4k Services

8 ABAP Cormmunicator

43 administration Adapter

£ ppplication Client

£33 pnplication Locking

43 Basic Administration

4 pifmmry deployer

£ caffeufocapi

£ caffeyfer/service

44 caf feufgpmail fof

4 caffeujgpimodel

£ caffeufodifrmnuacc

£ caffruntime fconnectivityy impl
43 caf fum, metadatafimp

’;P‘ cafjum/relgroups fimp

44 CentralUnificationLayer

£ Certificate Revocation Check

£ ClassLoader Yiewer

£ Classpath Resolver

"aP‘ cam. sap. nwe kimc readonly

@‘ cam. sap. nw kmc. readonkambean
43 rom.sap portal ped. gl

’5@" corm. sap. portal. pri.sapjZ ee

£ Cormponent Build Service

@‘ Canfig Framewarlk kM -Eead-Onlky State Ser
4™ Configuration Adapier
43 ConfService

@' Connector Cantainer

[ »

43 Deploy
o . .

[ Runtime | Properties | Additional Info |

|/ Display configuration |/0pen configurations r Elocking locks rDisp

[va [« oa

EE Configurations

rfcengine_glabal
CTC
Document>ervicesConfiguration
9

protected _domains
zaml
E3 Configuration
@ (B partnersinbound
@ [ aaiETHz
[ Active=true
[ Destinationmame ="aaiETHZ"
Ij ParametertdameTarget ="TARGET"
[ requestversion="1.0"
[ sourcelD="BE&4:; ¥sCGMyNom G2 ¥ixgoBpsuZ w8 ="
o g aaiETHZZ 1
Lo aaismTCH
PartnersCutbound
@ Settings
|:| Parametertlamesrtifact ="s.aMLart"
|:| PermitinsecureConnections=trug
SECUNtY
w3l
webdynpro
webhzervices

-
o
o
o
9
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SAP SAML configuration — Logln module

#SAP J2EE Engine Administrator - [J2E\Server 0 0_b4129%5ervices\Security Provider]

Connect View Tools  Help

o [w]|[=)| ]| @]

LIRS

" Global Configuration |

S JDBC Connecior -
£ IMS Connaclor

L2 MS Provider

43 N Adaptar

W Motific =tion

£ JNDI Reglsry

£ Java Mail Client

¥ Key Blorage

£ Licansing Adapler
% Lacking Adapter

£ Log Configurator

L2 Logiewer

A Marnory Ino

B Wassage Info

4 Pa Provider

£ Ramote Dbject Conlai
£ Runtima Info Provider
N saML

% 510 Data Supplier
43 SEL Provider

£ Seeure Storage

Q SRCUrTy Provider

£ Sassion Failover

¥ 5nell Administation
£ Telnel Provider

4 Timeout

A Trangacton
2 UME Provider
£ Uzer Slorage
L ek Cantainar
o~

F:

&

3 ywab Services Contain
3 veb Services Security)

I

Cluster | ¢

4 Start senace SAML

L3 | ng Wiewer

= Adjust Firewall rules
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" Prog I nfo |

" Policy Configurations | User :  Login S |'Pr ion D " Cryptography Providers

Components Ml ication | SecuritvRoles |

% SAP-JZEE-Enging :

" basic Authentication templata: |na -|

"3 client_cert

T8 digest Login Modulas I Flag I aplions |

8 foarm SAMLLOoGInMaciule SUFFIGIENT [Accepiedfuihentlcationmeth ods...

8 tickel BasitFasswordLoginModule SUFFICIENT

4 s;nlice.jms.deimt.au

§ service.naming

® oucomiy Visual Administrator - [EPQ\Server 0 0_69220\Services\Security Provider]

& keystor

by 5 -

s :m::unneu View Tools Help

@ keystoref:

.sapm:f‘7 M‘@|m‘®

: sap.com:

sap.com|-:

& sap.comf:

L 4 sa:;.onmff T= El i{ @ ﬂ

& sapx :

:::sﬁm Cluster |/G||]ha| Configuration | : fRuntime rPruperties rAl:lditiunaI Info |

:2:;$: £ puntime Info Provider |2 (Puliqr Configurations r User Management rLugin Sessions r Protection Domains r Cryptography |

# sap.com ~

® sapcon gg’;‘y's _ Components : [ Authentication [ Security Roles | Resources |

® sanoom o Feare &% SAP- J2EE-Engine g -

4 = BCUre StOrage B8 pasic Authentication template:

Security Prowvider o8 i
client_cert
| ada | 4 session Failover - o dige; Login Modules i
404 shell Administration o form COMm. sap.security. core.server. jaas. BvaluateTicketLoginMadule  |SUFFI(
4¥sLD Data Supplier ™8 ticket £OMm.sap. security. care server. jaas HeadervariableLoginModule  [REQU
G4 ssL Pronider ) 1@ evaluate_assertion_ticket AMLLoginModule REQU
@TC/ECATTP'T‘QJSEMCE #% service.destinations BasitPasswur dLuyinm udule REGQU
% Telnet Provider service.iiop CreateTicketLogintodule OPTIC
ngEUmI_ service.jms.default.authoriz
QT"R?);SEE ||:|_n service.naming
£ IME P Er'fﬂdte a@; service.telnet
roviciEr & SDK-XMLA
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Shibboleth Identity Provider 2.x custom configuration

= Create a metadata file for the SAP service as you would for standard Service Provider.
Important is to include a custom NamelDFormat for in the EntityDescriptor, e.g.:

<NamelDFormat>urn:mace:switch.ch:aaitest:nameldentifier:principal</NamelDFormat>

= Add <Metadataprovider> to relying-party.xml to load local metadata file with custom
NamelDFormat value. E.g. with

<MetadataProvider

id="FSMD-ETH-SAP"

xsi:type="FilesystemMetadataProvider"
xmins="urn:mace:shibboleth:2.0:metadata"
metadataFile="/opt/shibboleth-idp/metadata/metadata.sap.xml" />

= Extend the attribute-resolver.xml to configure an attribute that shall be used as SAP user
name by adding a NamelD encoder to the 'uid’ or another AttributeDefinition:

<resolver:AttributeEncoder

xsi:type="SAML1StringNameldentifier"
xmins="urn:mace:shibboleth:2.0:attribute:encoder"
nameFormat="urn:mace:switch.ch:aaitest:nameldentifier:principal” />
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Lessons Learned

= Get all needed config data before starting
Implementation

= Pain Points

AAIl Session TimeOut 30min — could be increased
Disabled IPv6 on SAP server

Login Screen changes for SAP Portal
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SAP SAML 2.0 support

FOCUS AREAS RELEASE PLAN

N

Identity Management

Integrated
Security Management

2008/PLANNED 2009 PLANNED (>2009) VISION

B Enhanced support for web Identity Federation via SAML 2.0 and B (dentity Hub for heterogeneous
services security standards Security Token Service identity and access management
B standards-based principle implementation
propagation via SAML auth tokens B Further WS Sec standards support,
e.g. W5-Trust, Ws-Sec_Conversation

- i B Business process aware SAP NetWeaver
B Central Identity Management 7.0 B Expansion of Suite and GRC 1O =

/ 7.1 for heterogeneous integration in collaborative B SAP NetWeaver IDM assimilating
landscapes sCenarios heterogeneouslandscapes

B Compliant user provisioning via B Simplify role managementand B Security and SAP NetWeaver IDM to be
integration with GRC TCO reduction integrated in 1o SAP NetWeaver BPM

T B Optimized model drl"ﬂ:El't security
management leveraging content-
fluent Common Process Layer

B ‘Wizard based security u
configuration Consumability
B Centralized policy-based
security administration
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Questions and Answers

André Hunziker und André Wahlig, ETH Zdrich Informatikdienste

Web: http://www.sap.ethz.ch / M@il: andre.hunziker@id.ethz.ch
andre.wahlig@id.ethz.ch
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