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Recipe Book 
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More detailed Recipe on: 
https://wiki.edugain.org/Data_Protection_Code_of_Conduct_Cookbook 
https://refeds.org/category/research-and-scholarship/ 
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• 1 unit of will power: 
To deal with „boring“ but important data protection issues 

• 15 minutes of precious Time: 
To read and understand the Code of Conduct: 
http://www.geant.net/uri/dataprotection-code-of-conduct/v1 
Don‘t worry, it‘s only 4 pages (103 lines) long 

• A few minutes more  
To implement the necessary steps (time depends on SP/
IdP and already available ingredients) 

Main Ingredients for CoCo Recipes 
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CoCo 
 

http://www.geant.net/uri/dataprotection-code-of-conduct/v1
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• Full CoCo Recipe for Identity Providers:  
https://wiki.edugain.org/Recipe_for_a_Home_Organisation 
– Not all of the 5 steps apply for SWITCHaai organisations 

• Additional Ingredient for this Recipe: uApprove 
– Attribute Release Consent module  

https://www.switch.ch/aai/support/tools/uApprove.html 
– uApprove plugin is strongly recommended to deploy for Home 

Organisations that enabled Interfederation-support. 
– Can be disabled when users access Swiss Resources 

 

CoCo for Home Organisations/IdP 
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CoCo/IDP 
 

https://wiki.edugain.org/Recipe_for_a_Home_Organisation
https://www.switch.ch/aai/support/tools/uApprove.html
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Attribute Consent with uApprove 
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CoCo/IDP 
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•  Identity Providers that want to support the CoCo,  
„only“ need to adapt Attribute Release Policies  
(e.g. attribute-filter.xml) 

• For SWITCHaai Identity Providers using Shibboleth, this 
can be conventiently done via the Resource Registry 
– Shibboleth IdPs by default are configured to download  

attribute-filter.xml file from Resource Registry.  
– For ADFS-based Identity Providers this is not possible 

Adapt Attribute Release Policies 
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CoCo/IDP 
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• For SWITCHaai Home Organisations the default setting is 
to release required attributes to services that commited to 
the CoCo 
– EU data protection laws are adequate to Swiss laws 
– uApprove asks user for consent before data is released to non-

SWITCHaai services 
– Use the CoCo within Switzerland only is also possible but should 

generally not be necessary 

 
• Home Organisations will be able to change their settings 

(opt-out) in section „7. Attribute Release Settings“ 

CoCo Default Settings 
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CoCo/IDP 
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Default settings for Home Organisations. Will be available in RR end August 2014. 

available end of August 2014 

CoCo/IDP 
 



© 2014 SWITCH 

• Full Coco Recipe for Service Providers: 
https://wiki.edugain.org/Recipe_for_a_Service_Provider 
– No extra work needed for steps 2, 4 and 5 for SWITCHaai Resources 

• Quick Start  
To (technically) commit to CoCo: 
1.  Create/extend Privacy Statement web page 
2.  Add URL to privacy statement web page in Resource Registry 
3.  Enable CoCo support in Resource Registry 

CoCo for Resources/SP 
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CoCo/SP 
 

https://wiki.edugain.org/Recipe_for_a_Service_Provider
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• Template available on:
https://refeds.terena.org/index.php/
Privacy_policy_guidelines_for_Service_Providers
Format of the template is not strict but a recommendation

• Important is a reference to the CoCo, e.g.:
„Personal data will be protected according to the Code of
Conduct for Service Providers, a common standard for the
research and higher education sector to protect the user's
privacy. “
The link must point to:
http://www.geant.net/uri/dataprotection-code-of-conduct/v1

1. Create Privacy Statement
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CoCo/SP 

https://refeds.terena.org/index.php/Privacy_policy_guidelines_for_Service_Providers
http://www.geant.net/uri/dataprotection-code-of-conduct/v1
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Example Privacy 
Policy for AAI 
Interfederation 
Attribute Test. 

https://attribute-viewer.aai.switch.ch/interfederation-test/privacy-statement.html 

Created with 
standard CoCo 
template.  

CoCo/SP 
 

https://attribute-viewer.aai.switch.ch/interfederation-test/privacy-statement.html
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2. Add Privacy URL 
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• Go to Resource Registry, https://rr.aai.switch.ch 
•  Click on „Edit Resource Description“ of Resource 
•  Add Privacy URL in section „2. Descriptive Information“ 

CoCo/SP 
 

https://rr.aai.switch.ch
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• Go to section „Intended Audience and Interfederation“ 
– Check „Commit to GÉANT Data Protection Code of Conduct (CoCo)“ 

 

– Warning is shown if any CoCo requirements are not met 

• Finally, submit Resource Description for approval 

3. Commit to CoCo 
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available end of August 2014 

CoCo/SP 
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• Similar to CoCo: Attribute release 
• For SWITCHaai Home Organisations the default setting is 

to release the minimal set of R&S attribute to services in 
the Research & Scholarship entity category 
– Services enhance research and scholarship 
– uApprove asks user for consent before data is released to non-

SWITCHaai services 
– Use of R&S within Switzerland only is also possible but should 

generally not be necessary 

 
• Home Organisations will be able to change their settings in 

section „7. Attribute Release Settings“ 

R&S for Home Organisations/IdP 
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R&S/IdP 
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Default settings for Home Organisations. Will be available in RR end August 2014. 

available end of August 2014 

R&S/IdP 
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• Full R&S specification: 
https://refeds.org/category/research-and-scholarship/ 
 

• Quick Start  
To (technically) commit to CoCo. 
In Resource Registry: 
1.  Add InformationURL in section "2. Descriptive Information" 
2.  Ensure only R&S attributes are requested 
3.  Request inclusion in R&S Entity Category in section "7. Intended 

Audience and Interfederation" 

R&S for Resources/SP 
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R&S/SP 
 

https://refeds.org/category/research-and-scholarship/
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1. Add InformationURL 
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•  Go to Resource Registry, https://rr.aai.switch.ch 
•  Click on „Edit Resource Description“ of Resource 
•  Add Information URL in section „2. Descriptive Information“ 

R&S/SP 
 

https://rr.aai.switch.ch
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•  In section "6. Requested Attributes" select one of the R&S 
attribute sets to mark the attributes in that set 

• Then request from the marked attributes those as required 
that are needed by the service 

2. Limit Attribute to R&S Set 
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R&S/SP 
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Request Subset of R&S Attributes 
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R&S/SP 
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• Go to section „Intended Audience and Interfederation“ 
– Check „Apply for to the REFEDS Research & Scholarship (R&S)“ 

 

– Warning is shown if any R&S requirements are not met 

• Finally, submit Resource Description for approval. 
SWITCH then will check and approve the application. 

3. Apply for R&S Entity Category 
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available end of August 2014 

R&S/SP 
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Baking can be fun J 
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