oW ITCH

The Swiss Education & Research Network

Data Protection, Privacy
and the Resource Registry

The SWITCHaai Team, <aai@switch.ch>




Legal Framework S\N/IT

Federal and Cantonal Law (e.g. Data Protection Law)

SWITCH

AAI Policy

User Requlations | User Requlations § User Reqgulations | User Requlations
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Data Protection Sample Clause SVWITCH

The Swiss Education & Research Network

"The End User notes that personal data about the End User is compiled from generally available
sources and from communications received from the End User and other Universities as well as
from off-site sources. The policy relating to the use and procession of such data is posted on the
University website at [...]. Such data will be used, inter alia, to authenticate and authorize the
access to and use of various resources within the University and on other sites (" Approved
Uses"). The End User hereby consents to the collection, processing, use and release of such data
to the extent reasonably necessary for the Approved Uses. Such consent includes, but is not
limited to, the release of personal data to other institutions by employing cookies and
electronically exchanging, caching and storing personal authorization attributes."
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Resource Registry & Attribute Release SVWITCH
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Resource Registration
Authority Admin Resource Owner

makes aware >
of AAI policy

Resource

Home Org
Admin

Shibboleth
IdP
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Resource Registry & metadata | SVWITCH

The Swiss Education & Research Network

Up-to-date metadata is crucial for properly inter-operating
systems within a federation

Admins of SPs and IdPs add config parameters to the Resource
Registry

SWITCH fetches metadata from the Resource Registry
and signs the file

metadata.xml ready for automatic download by SPs and IdPs

2005 © SWITCH AAl Info-Day, 29 Nov 2005, Berne 5



Questions ? SV/ITCH
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Q&A

http://www.switch.ch/aai

aai@switch.ch
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