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Raider is now Twix… and WAYF is now DS

=

WAYF = DS
Where Are You From Service     Discovery Service

We (and others) still use both terms synonymously while DS is the
technical correct term as defined in SAML specification.
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The usual AAI login procedure

Host A

Look & feel X

Host B

Look & feel Y

Host C

Look & feel Z

Host A

Look & feel X
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History of the Discovery Service

• Stone age: Central federation DS (see previous slide)
– Every federation operates some kind of a central WAYF/DS
– E.g. wayf.switch.ch for SWITCHaai
– Different domain, different look & feel, one more click for user

• Bronze age: Self-Integrated DS
– Some applications have started using integrated WAYF
– E.g. OLAT, ILIAS, Moodle
– Has to be implemented and maintained by admin, cannot use

cookie from central wayf to preselect Home Org, no statistics

• Iron age: Embedded DS
– Embedded WAYF also allows other resources to easily integrate

WAYF benefiting also from other features



5© 2009 SWITCH Embedded Discovery Service

Stone Age: Central DS

• For SWITCHaai: wayf.switch.ch
• Load-balanced and with high availability
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Bronze Age: Self-Integrated DS
Was first and still is used by OLAT. Custom implementation

 https://www.olat.uzh.ch/

https://www.olat.uzh.ch
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Iron Age: Embedded DS
Already used by half a dozen sites

 https://sympan.unil.ch/

https://sympan.unil.ch
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Another example

 https://elearning.zhaw.ch/

https://elearning.zhaw.ch
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… and another one

 https://moodle.net.ethz.ch/

https://moodle.net.ethz.ch
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How it works

• Embed 2 JavaScripts and a <NOSCRIPT> element for fallback:
– https://wayf.switch.ch/SWITCHaai/WAYF/embedded-wayf.js/snippet.html

1. Configuration script
– Influences look and feel (colors, size, etc.)
– Can be used to exclude IdPs from list or add from other federations
– Configures some of the logic (e.g. to show “Remember” checkbox or not)

2. Logic script
– Generated by and loaded from central SWITCHaai WAYF
– Custom tailored based on cookies available to central WAYF

 This allows IdP preselection or direct redirection

3. Non-Javascript Fallback
– For those people who live outside of Web 2.0 land

https://wayf.switch.ch/SWITCHaai/WAYF/embedded-wayf.js/snippet.html
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All you need is love… ahm, or some code :-)
Example code (configuration for aai-viewer.switch.ch)
<!-- 1. Configuration script -->
<script type="text/javascript"><!--
wayf_use_discovery_service = false;
wayf_sp_entityID = "https://aai-viewer.switch.ch/shibboleth";
wayf_sp_handlerURL = "https://aai-viewer.switch.ch/Shibboleth.sso";
wayf_sp_samlDSURL = "https://aai-viewer.switch.ch/Shibboleth.sso/DS";
wayf_URL = "https://wayf.switch.ch/SWITCHaai/WAYF";
wayf_return_url = "https://aai-viewer.switch.ch/aai/";
</script>
<!-- 2. Logic script loaded from central WAYF -->
<script type="text/javascript"
  src="https://wayf.switch.ch/SWITCHaai/WAYF/embedded-wayf.js"></script>
<!-- 3. Fallback for non-JavaScript users -->
<noscript>
  <p><strong>Login:</strong> Since Javascript is not activated or not available in
your web browser, you have to

  <a href="https://aai-viewer.switch.ch/aai/">proceed manually</a>.</p>
</noscript>
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Behind the scenes

Works like Google Ads but won’t  display ads :-)

1. Logic script is loaded from central SWITCHaai WAYF
– By loading the JS, the browser also sends cookies to

wayf.switch.ch containing the last used IdP
– Central WAYF custom-tailors JS using cookie information

2. It then inserts the WAYF HTML form using options from
configuration script

– E.g. document.write(‘<form action=“https://wayf.switch.ch”>’)

3. Central WAYF handles input after submit and
transparently redirects user to selected IdP
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Resulting Login Flow
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What you as Resource admin benefit

• Easy to integrate and no maintenance
– Only 5 mandatory settings
– Integrated in less than 1 minute
– Automatically updated, e.g. when new IdPs join SWITCHaai

• Comprehensive controls over look and feel
– 18 optional settings for size, colors, behavior, etc.
– Even more customizable using local CSS styles
– Translated in en, fr, it, de, pt

• Adapt IdPs in drop-down list
– Hide certain IdPs or categories that cannot access Resource
– E.g. only universities and the VHO
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What your users benefit

• More consistent look & feel
– Embedded DS takes over layout of your site
– Transparent (not noticeable) redirect to central WAYF (wayf.switch.ch)

• Saves at minimum one click
– No click required anymore to get to the WAYF
– Zero Click Login: If user already is logged in on another Resource that

uses central/embedded WAYF and if “Remember selection” checkbox was
checked, user can be logged in automatically

• IdP Pre-selection for all embedded WAYFs
– Works even if you are the first time on a Resource
– Still won’t work on other sites that have their built-in WAYF implementation

like OLAT, ILIAS or Moodle
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How to use embedded WAYF

• Step 1:
– Go to https://rr.aai.switch.ch/gen_embedding_code.php

• Step 2:
– Using the entityID of your resource, select your resource from list

The script will use information from the Resource Registry to
generate the embedded WAYF configuration code.

• Step 3:
– Copy and paste the resulting HTML code to any web page. This

page can also be on a host where Shibboleth is not installed.

• Step 4 (optional):
– Customize optional settings like size, colors, IdPs to show etc.

https://rr.aai.switch.ch/gen_embedding_code.php
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Features and Configuration Options

• Set:
– size of WAYF box
– font size and color
– background color
– border color
– large or small AAI logo to use

• Whether to show “Remember selection” checkbox
• Disable Zero-Click login 
• Hide certain IdPs or categories of IdPs
• Set a default IdP  to preselect if user has never been on

central WAYF
• Customize “Already logged in ”message
• Add IdPs from other federations
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Limitations and Considerations
• Users need JavaScript to be turned on

• As  is the case for Google Ads, Facebook and all Web 2.0 sites
• But there is a fall back included in the HTML snippet of the embedded WAYF using

the <NOSCRIPT> element, points to central WAYF

• Central WAYF must be highly available and reliable
• wayf.switch.ch uses high availability solution. Hasn’t had any downtime for years
• Risk comes more from unnoticed logic errors in the code of new versions

• Embedded WAYF cannot always know when user is logged in or out
• Depends on the cookies that can be read by the embedded WAYF
• Depends on where code is embedded (cookies are set for hosts)

• Loading remote JavaScript opens door to your web site
• Same for GoogleAds or any JavaScript loaded from remote sites
• In case the SWITCHaai WAYF gets compromised, attacker could change anything

on sites that use embedded WAYF
• SWITCHaai WAYF is protected and monitored with IDS
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Summary

The Embedded WAYF
• Allows easy integration of a WAYF into your web page
• Is maintained and updated automatically
• Can be custom-tailored in look & feel
• At minimum one click is saved

See it in action/more information:

Many thanks for the valuable feedback from the ETHZ NET
and the ZHAW e-learning team for the many suggestions.

 https://aai-viewer.switch.ch/

 http://www.switch.ch/aai/support/serviceproviders/sp-embedded-wayf.html

https://aai-viewer.switch.ch
http://www.switch.ch/aai/support/serviceproviders/sp-embedded-wayf.html

